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1. Ensure Company Security is on

]

Tools  Help Add
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2. Restrict access to Company Setup window

Keep users from deactivating EREEE e

Secur |ty Actions  Additional File Tools

Company Name Fabrikam, Inc.

nent Format
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3. 0nly set. Account Security
with Organizational

S t r u c t u re gil Organizational Structure Setup - TWO (sa)
P I -

File Print Tools Help Add

s e *  DMote

Without Organizational Structure tion] _de tue|
setup, all accounts appear missing




3 ways to do a JE
3 ways to process an AP
Invoice
~.Slim this down to 1 for most
L users

4. Eliminate multiple access options

fil Security Task Setup - TWO (sa)

=D X oEe

Save Clear Delete Copy File Print | Toocls  Help Add
A h T  MNote
Acticns File Tools

nimark, All

Operations

Analysis Posting Detail

Clearing Entry H—__———
Correct Journal Entry

Intercompany Exchange Rate Entry

Cuick Journal Entry

Tax Entry

Transactiﬂn Erltr_'l" w



9. Restrict Journal Entry posting

il Security Task Setup - TWO (sa)

Save Clear Delete Copy File Print Tocls = Help Add
A ¥  Note

Tools

Task ID Category
Tazk Hame
D i

* Allow JE access without posting
* Review for posting via report

Unmark Al

Bank Deposit Entry
Bank Transaction Entry
Bank Transfer Entry

Budget Transaction Entry

Clearing Entry
Currency Revaluation
Euro Conversion
General Entry

Quuick Entry

) POWERED BY
¥







6. Minimize SA user

Options

1. Login to Microsoft Dynamics GP as the system administrator (“sa”) and create
https://www.gofastpath.com/minimizing-the-use-of-sa-in-microsoft-dynamics-gp-white-paper the users as required (no change from previous releases). Microsoft Dynamjcs
GP administrator accounts can be any user account within the application.
g SA h as p ower b ey on d G P . Assign the specific Microsoft Dynamics GP administrator SQL login accounts to
; : the SysAdmin fixed server role. The current user must be a member of the
SA IS eff ective | y anon y MOUuUsS DYNGRP in the DYNAMICS database to execute stored procedures. With this

option, the Microsoft Dynamics GP administrator can be any user account

SA |S n ,t (=] h n | C al Iy req u | red fO I G P within the Microsoft Dynamics GP application.
3l‘d p art | es m | g h [0 req u | re S A . Assign the DYNAMICS database owner login (DYNSA) to the Security Admin

) . Fixed Server Role, and log into the client using the DYNSA user.
It does make install consistent | o | - |
Assign the specific Microsoft Dynamics GP Administrator(s) SQL Login

account to the Security Admin Fixed Server Role and also within the Db_Owner
Database Role that exists within the DYN AMICS database. With this option, the
Microsoft Dynamics GP administrator can be any user account within the
Microsoft Dynamics GP application; however, DYNSA must be the database
owner of ALL Microsoft Dynamics GP databases.

Assign the specific Microsoft Dynamics GP administrator(s) SQL login account
to the Security Admin fixed server role and within the Db_AccessAdmin and
Db_Security Admin database roles that exists to the DYNAMICS database. With
this option, the Microsoft Dynamics GP administrator can be any user account
within the Microsoft Dynamics GP application; however, DYNSA must be the
database owner of ALL Microsoft Dynamics GP databases.



https://www.gofastpath.com/minimizing-the-use-of-sa-in-microsoft-dynamics-gp-white-paper

HH  Difficult to trace

o

Change SA password

|dentify what breaks

Reset to previous SA password

Fix connections

7. Remove SA used for connections
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8. Lockout the D yns user

) Dyn sals on Iy requl red to be ~ «The database owner is set to DYNSA for every
oresent as the owner of every G P icrosoft Dynamics GP database. It is essential

DB that DYNSA continue to be the owner of every
_ _ icrosoft Dynamics GP database. If a different
e ltI1s NOT requi red to be power ~ owner is assigned, complications can arise when

user - deleting user accounts and granting access to
panies.

e [t is NOT required to add users - —
« Set a password and lose it :

ynamics GP, Planning for Security, p. 30



9 Assigin GP users to @dd/rO\/@
users/security

-users-without-sa

“With this option, the Microsoft Dynamics
GP administrator can be any user account
within the Microsoft Dynamics GP
application. *

Microsoft Dynamics GP, Planning for Security, p. 35
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https://www.gofastpath.com/blog/add-gp-users-without-sa

10. Don’t rely on included roles

Included roles don’t support
segregation of duties

They have inherent security
ISsues, sometimes a lot of them

4T.43 M

From:
Role 10: BOOKKEEPER®

Rale ID: EFER"

Role Name: Bookkesper

Security Role Setup

Page
User ID:

System Manager

To:
BOOKKEEPER™

Created: == 00%
Modified: sa 22,2017

Description:  Tasks include cresting and paying vendor invoices, cresting sakes inveices, billing customers, receiving payments, reconciing bank statements, prining financisi 1

Workflow status: Mot Activated
Task ID

DEFAULTUSER
INQ_FIN_D01

LIST_SALES_001*
RFT_FIN_0DT*
RFT_FIN
RPT_FIN_003
RPT_FIN_004~
RPT_FIN_005*
RPT_FIN_006™

FIN_003
FIN
FIN_pos*

Name
Maintain acoounts

Maintain account analysis

Msintsin budgets

Maintain checkbooks

Maintain financial cumencies

Maintain customers and addresses
Maintain customer financial summary
Maintain customer/vendor relationsh
Maintain customer items

Msintain customer lockbox

Maintain nafional sccounts

Msintain picking instructions

Msintsin process instructions
Maintain prespects

Maintain salespeople and teritories
Msintsin vendors and addresses.
Maintain vendors financial summary
Maintain customer/vendor relationships
Defautt User

View GL account financial information
View account analysis

View scoount rollup

View GL joumal entries

View General Ledger history

View budget information

View GL account financial information
View checkbook financial information
View transaction matching

View vendors

View Payables Management transactions
View vendor financial information
View customers

View customer financial information
View receivables financial information

Al Purchasing Transactions list
Al Sales Transactions st
Financial statements.

AFA reports

FRx reports

General Ledger reports.

Budget reports

Chackbook and Banking reports
Purchasing reports

‘Setup reports

Payables Management check information
Vendor letters

Control Account bgmt reports
Sales reports

Posting joumals.

Gustomer letters

Collection lettars

Enter journsl entries

Entevizdit General Ledger batohes
Post Financial series

Enter bank deposits

Enter bank

Description
The ability to create all types of 20counts and 1o mass modify accounts. Alsg ingiudes

Also includes the Checkbook list, preview, and customization.

Als includes the Customer list, preview and customization.

Maintzin lockbox and lockbox bank details.

Also includes the Frospects list, preview and customization.
Also includes the Salespeople list, preview and customization.
Maintain vendors and vendor addresses. Also includes the Vendor list, preview and cus

Default Usar
View detail and summary account information. Also includes the Acoount list and previ

Also includes the Account list and preview. Also includes the Account list and preview.
View detail and summary history socount information.

sy summary and checkbook infarmation. Also includes the
ew checkbook register and checkbook

Also includes the Vendor list and preview

View transaction by vendor or by dopument. Also includes the Payables Transactions |
View payables summary, vendor credit, vendor yearly, vendor peniod, and vendor sum
Also includes the Customer list and praview.
View customer period summary, yearty payment summary, and customer s
ew recsivables transactions tomer and by document. Also includes the Reosi
ew sales dopuments, sales items, restrict sales dosuments. and Sales range inquiry.

TrialBalance, cross-reference, account, setup, Multidimensional Anatysis and Transact
Budgat, checkbook, bank posting journals and bank history reports

TriskBalancs, history, and analys

Usad in the Letter Writing Assistant

TriakBalancs, histor s, and activity reports.
Uszd in the Letter Writing Assistant

Used in the Letter Writing Assistant

Doss not include posting. Also includes the General Ledger Batches list, preview, and ¢
Does not include posting. Also includes the General Ladger Batohes list, preview.
Inciudes all posting of the financial senes

Does not include posting.

Doss not include posting.




11. Build new roles with existing tasks

Accounting Dept
AP Manager

AP Staff

AR Manager

AR Staff

Controller
Assistant Controller
Financial Analyst
CFQ, CEO

3 'Warehouse Dept

1 |Warehouse Manager

Warehouse Staff - Shipping

5 |Warehouse Staff - Receiving

7 Sales Dept

3 | Inside Sales
3 |Qutside Sales

Sales Support - Proj Mgr
IT Dept
GP Support

3 | Service

4 |IT Manager

Development

hittps://www.gofastpath.com/whitepapers/gp-security-matrix

Accounts Payable

Purchasing Admin

Set up Post

purchase Remove scheduled Period-end
order Reconcile Purchasing vendor i Purchasing
information |Purchasing |information |payments g routines

bl roumeron
*Apy


https://www.gofastpath.com/whitepapers/gp-security-matrix

128 Leverage limited /[self-serve licenses

fil UserSetup - TWO (sa)

H9X Y ® e

Save Clear Delete Copy Summary File  Print
Settings hd
Actions File

Uszer ID
Uzer Mame
Cl L

[] "web Client user anly [ho SEL Server &ccount]

rver Account I Directory Account

S0L Server Account cheaszle
FEF R R R R R R R R RFRERREEE

E piration

Change ord Mext Login

Hi L 4




13.

L 4

Eliminate POWERUSER role

he DYNSA and sa users
tomatically are assigned to the
ERUSER security role. Any user
o is assigned to the POWERUSER
7 role will have access to

ing in Microsoft Dynamics
ith the exception of private

-l
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14. Restrict Tools

PSTL, combiners,
modifiers, etc. are
non-obvious ways to
manlpulate data

(] Microseft Dynamics GP v.|

User and Company

Uszer Date

Edit

Maintenance

SmartList

Reminders

Task List

Process Monitor

Report Processing Status
Uzer Preferences

Print Setup...

Print... Ctrl+P
Close All Windows

Exit

Intelligent Cloud Insights sa's Home

'(i [Oynamics 365 Business Central Insights

Setup
Ltilities
Routines
Customize
Integrate

Macro
Resocurce Descriptions

Analysis Cubes

icrosoft
System
Company
Financial

Sales

Inventory

Payroll

Project

Human Rescurces
Fixed Assets

Field Service

Dynamics 365 Community ..

Business Central Forum

entral > Dynamics 365 Business Central
Reconcile
Reconcile Purchasing Docurnents

Update 1099 Information
Mass Vendor Delete

Remove Transaction History

Rernowve Distributions

Remove Period History

Remove Purchasing History

Vendor Combiner and Modifier

Dynamics 365 Busi

Remove Payment Document

POWERED BY

9’ DUT

Remove Journal History |
Intelligent Cloud Insights
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15. Separate master records from
transactions

o

== [+ Bl

VENDORS FROM 3 FISCAL PERIODS FROM
INVOICES AND PAYMENTS OURNAL ENTRIES

B DYNAVICSCop,



16. Separate multipart transacfions

—
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di7. Don’tl overprovision for inquiry

p
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18- Provision backups only as needed

2 weeks of backup
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190 et users login with Active Directory

Active Directory User "mark.little”- Fastpath Config AD HE

Class <Monex &8 KX HE O i

mark little
mark. little

Mark. Litte

User Options

| Sindlesign - Reduced IT
o on maintenance -

4 Dynamics GP




20 Remove unnecessary roles
| 7<—J

Save Clear Delete Copy File Print | Tools
- -

Actions File Tools

Role 1D:
Role Mame: Anal outting rmanager
ipti : for module zetup

Unmark: &l

Security Task 1D *
AADEFAULTUSER*
ADMIN_AA 0D1*
ADMIN_AA_D02*
[] ADMIN_ADY_HR*
[] ADMIN_ADY_PR*
[ ADMIN_BSS 01"

[ ADMIN_BSS 02*

Marme

Analytical Accounting Reports

Set up and administer A4
Analytical Accounting tables

Set up Advanced Human Resources
Set up Advanced Payroll

Setup Benefits Self Service

Administer Benefits Self Service

[C] ADMIN_COMPANY D01+ Set up company
[C] ADMIN_COMPANY_002*
[ ADMIN_COMPANY_D02
[] ADMIN_COMPANY_004*
[C] ADMIN_COMPANY_005*
£ 1]

Set up taxes

Set up payment terms and shipping methods
Set up bank accounts

L%
-

et up credit cards

4 4 » Kl “‘
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21. Find and control related windows

* Example: Vendor > Vendor Address > Electronic Address

i

il
DX W
Save Clear Delete Write Attach
Letters™
MActions

Ppro

Yendor 1D

REMIT TO
REMIT

Submit

Worlkflow

A0 [ Hold

Options
-

Options

All-

-One
View

File

Tools

H

€l

Ip

5l Vendor Address Maintenance - TWO (sa)

Save Clear Delete = Additional

-

File  Print
-
Actions Additional File

Yendor ID

M ame

Address 1D

Caonl

li

Tools
-

Tools

2 Inquiry




Security Proce
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22 Don’t make Iincreased access persistent

il Task - TWO (sa)

=X 2

r Delete Rec

Have a plan to take away access
* Make a task in GP
e Set an appointment in Outlook




ncryption mechanism is
asily available

‘Encrypted, but easily broken

Bl

oK Additional

Actions  Additional

Company Mame

File  Print

-

File

Fabrikarn, Inc.

Prirmary

Chicago
IL
BOEI

il

Tools
-

Tools

23. Don’t rely on system password

T'IIlIIII.I' |:|

Systern password is:

access

bl roumeron
Hpu

Password



24 Be careful with functional passwords

jil Receivables Management Setup - TWO (sa)

STORED IN EASILY OK  Cancel F,i,l,E Print Tc:fhls Help Add
PLAIN TEXT ACCESS Actions File Tools

Aging Periods () Due Date

Current

1 - 60 Days
61 -390 Daps
31 -120 Days

i weriteaffs

W aive Finance Charge

g MAY BE
~ _NECESSARY



25:IRegularly reset functional passwords

SHARED BRRGACCESS

g e abBdaEy ea A IR0 GRA1 A i nlhl AR



26. Have a process to provision users

 Detalls, Roles, Approvals
 Email I1s often insufficient
 Don’t copy access



27. Redesign processes

yersonnel

aster changes like

-
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28 Alwielys feport on Power Users

il Screen Output - Security Role Assignment Report

Edit

System:

WINHH

Tools

8:51:42 AM

User Date: 4122027

Ranges:
Role ID:

Role ID:
Description:

User ID
DWNSA
EE)

From:
POWERUSER

Name
DYHNEA

System Manager

To:
POWERUSER

Role Hame: FOWERUSER

sa Fabrikam, Inc. 4/12/2027

il SmartList Designer - TWO (sa)

X (@]

ecute Delete Create File
Query Go Te 4
Actions File

Tools = Help
- -
Tools | Help

List N.ame: Product:

[ Reporting Tools XMLData
[J Resource Activity
[ Resource Exclusions
[ Routines Termplate
[ Scheduled Backup Master
[ Security Alternate/Modified Group
[ Security Assignment Alternate/Mod
[ Security Assignment Role Task
[ Security Assignment Role Task Stac
[ Security Assignment Task Operatio
[ Security Assignment User AlternatE
Security Assignment User Role
User ID
Cormpany |D
Security Role ID
curity Assignment User Role Stag
Security Resource Descriptions
Security Roles Master
Security Task Assign Operations 5tz .,

Selected Fields
Security Assignment User Role.User D
Security Assignment User Role.Company 1D
Security Assignment User Role.Security Role ID

Result's Preview | T-SOL Query |
User ID Company D

DYNSA -1

sa -1

Security Role ID
POWERUSER
POWERUSER
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29.Secure more than just G
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30. Phase security changes

at once
GL, AP, etc.) work to least

isk at each phase

-l

S
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31. Eind @@@[f@@@u@ f duties conflicts

hould not be assigned together
ce

: 5/GL, Accounts/GL,
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What is a mitigating control?

tem security
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32. Leverage workflows
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33. Leverage Field Level Security

il Field Level Security - TWO (sa)

QK Cancel

File Print @ Tools

-

Actions File Tools

Company Mame Company D
[ & Fabrikam, Inc. TWO

 Mitigation tool o
* Needs to be built [EIi iy
. Needs testing o

Trish Bocutti

Teny Romo

Description Product I Product Mame Form Mame

Copy User
Copy User Security
Security Master Password Lock

Microsoft Dynamics GP
Microsoft Dynamics GP

Microsoft Dynamics GP

sySecurityllserAssignment
Enter_User_Mames

5Y_Company_Options
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Buy a real audit trail tool

d it change, via what
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39. Perform regular access reviews

* Review users and their access
» At least annually, including:

~ * Users who have left the organization
Users who should no longer have access to GP

@ Nearly 1 in 4 employees said they still

had access to accounts from past jobs.

2=

',assword Sharing at Work, Beyond Identity Blog, June 11, 2021



https://www.beyondidentity.com/blog/password-sharing-work

36. Usel clpprovals

fil Posting Setup - TWO (sa)

Built in approvals can be clunky but they | N 2
work | " Note

Tools Help

Remember these are shared passwords too

[v] Post to General Ledger
[] Paost Through General Ledger Files

E Allaw Tranzaction Posting
F hrough General Ledger Files

[ Include Multicurency Info

[] werify Mumber of Tre
[] werify Batch Amounts al Pa:

Reparts: Send To: File
Print | Repart ? ||i|§;||'3 Type
Path

[«] | General Posting Joumal W]




37. Leverage User Approval Workflow

Not full user provisioning, but useful.

iil Workflow Maintenance - TWO (sa)

H9 XBE B T E Tl

Save Clear Export/lmport Mew File Tools  Help Add
Type b Worlkdflow i i T  Mote
Actions Mew File Taols Help

WorkfHow Type Security Roles £ wal
Drezcription = Security Roles 1Dz

Wfindow Security Ra

k anagers




38. Leverage Role Workflow

Protect role changes

iil Workflow Maintenance - TWO (sa)

HD XE 3 72 E il

Save Clear Export/lmport File Tools = Help Add
Trez - - 5 ¥  Mote
File Tools Help

Workflow Type Secunty Roles A
Drescription Approval pr r Securty Roles 1Dz

Security Faole Set

M anagers






39. Take a risk-based approach

S risks are and start

TN T T S
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40. More responsibility @@]@]@U@ H@@ 2SS

1 4
Le dib

Counterintuitive CEO & CFO positions are
not transactional jobs
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Fastpath
Security and Compliance Products

Config AD

|
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A\
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Real-world Business

Intelligence with Microsoft

Building Da Dynamics GP
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* Mark-Polino@gofastpath.com
 info@goefastpath.com

Twitter: @gofastpath
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